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Financial Sector Compliance

Data Security

Introduction

The Financial Services Authority (FSA) are concerned at the inadequate approach of many
Financial Services organisations to addressing the risks surrounding the security of customer data
which is held by them. These concerarse from research carried out by them between April and
December 2007 with a report of their findings being produced in April 2008.

The FSAO6s concerns fall outside the area rel.:
tech means to infitate computer systems. They believe that this is covered by Princiglérgh(

must conduct its business with due skill, care and diligeand Principle 34 firm must take
reasonable care to organise and control its affairs responsibly and effectiviityadequate risk
management systejns

Rather, they are concerned about the loss or theft of data by employees or third party suppliers and
then used to commit financial crime.

This paper is concerned with t itke DEt&PdestiornvActe ws
and the requirements of the Information Commissioner. However, the FSA stress their support for
The I nformation Commi ssionero6s views about C

computers or other portable devices which moe encrypted. They warn that where this occurs,
enforcement action is a possibility. There is a precedent as such enforcement action was taken
against Nationwide Building Society comparatively recently.

Summary of FSAOGs Major Concerns

e Firms are not idntifying all aspects of data security risks because of lack of understanding,
expertise or resource (or a combination of all three).

¢ Lack of coordination among different business areas. This is mainly a problem in medium to
large firms.

e Too much focus onT controls and too little on office procedures, monitoring and due

diligence.

Sometimes a total lack of risk assessment.

Lack of understanding in firms of the wider issues arising from identity fraud.

Erratic or inconsistent vetting of staff particulaalya junior level.

Training of staff can be irrelevant to their day to day jobs.

Poor vetting of third party providers and particularly how effective their staff recruitment

and vetting procedures are.

e Poor overall monitoring of data security processes
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Why Now?

In their Financial Risk Outlook for 2008, FSA note tRarsonal Data remains a high value
commodity for criminals, with both the market in consumer details and the technology used by
criminals continuing to evolve.

The Financial Crime and Intajlence Division (FCID) was created in January 2007 and in the
ensuing 12 months, the newly formed division dealt with 56 cases of data loss by regulated
firms which accounted for around a third of all financial crime dealt with by the division in the
same priod. The trend, which had already been identified, led to this research being carried out.

The FSA feel that by publishing this data, the industry is forewarned and thus will be on notice
of enforcement action in the future where standards are nta fadt of high enough quality.

Methodology

The FSA conducted their research using a sample cutting across the entire range of Financial
Services firms. In total, they visited 39 firms consisting of Banks, Building Societies, Credit
Unions, Insurance Firm(Life and General) and Investment Firms. The sample further ranged
across Major Retail Groups, Wholesale Firms, Retail Firms and Small Firms.

How Data Loss Occurs

It is felt that the industry, generally, does not have a sound approach to undersharialitige

value of their stored data to criminals nor how they are likely to lose such data. By following
the FSA lead, we believe that clients can more easily understand where the potential dangers lie
for their own organisations and take steps to asaith loss. At the end of this paper, we attach

an appendix containing information produced by the FSA giving examples of good and poor
practice identified by them. This appendix gives practical and appropriate guidelines for all
firms.

Despite the requement of the Data Protection Act to keep personal data safe, data can be lost
either through error or theft. Simple steps such as;

e encrypting the data held on personal devices such as laptops and blackberries;

e Use of passwords;

e Consider the most appropte means of storing data. This could be electronically, paper
based or with third party providers.

Identity Fraud

The FSA during 2007 handled nearly 200 financial crime cases of which almost a third related
to data loss. They do believe that many desses go unreported or are not even identified in
the first place. Interestingly, only a tiny
although the true extent of this is issue is not clear and could be worse than is currently known.
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Thereis a change of mind set required as often, the view has been that items such as laptops are
stolen for their own intrinsic value rather than the value of whatever may be stored on them. It
is known from information released by the Serious Organised Crogeady (SOCA) that only

l imited data is required to duplicate an in
number, bank or payment details but not necessarily both. Even if personal data was initially
taken as the result of an opportunistio ne of f o t hef t | it frequent

of highly organised gangs. They in turn use stolen or cloned personal identification data to
further their international criminal activity which does include drug and people trafficking and
terroiist activities.

Unfortunately, many of the most highly publicised case have involved government departments
or agencies so it is clear that lack of awareness of the dangers of data loss are not the sole
preserve of the financial services community.

FSAidentify 5 well established misconceptions about data loss and identity fraud:

We hold too little data for it to be of value to a criminal.

We dondét deal with individuals of high n
We are only a small firm ana sve would not be of interest to criminals.

The threat is purely external.

No customer has ever told us about identity fraud so we cannot have a problem.

In each case the answer is resoundingly the opposite of the perception and a little thought will
confirm the fallacy of such notions. Ultimately, it is only strong systems and controls with good
staff training and a sound monitoring programme that will protect firms and their clients.

A change in behaviour and attitude is essential to stem the tideéaothédt and identity fraud.
It is the responsibility of senior management and the whole organisation and not simply the IT
Department.

Main Issues FSA Wish to be Considered With Regards To Data Security

Governance

Data Security tends not to be cmlesed in detail.

General awareness among senior management is not great.

There is a need for specific policies and procedures which match day to day activity.
Consider certification from ISO 27001 or at least benchmark to its standards.

Has consideratioheen given to the proportionality of the risk assessment?

How is security of data to be monitored and by whom?

Is there an open culture encouraging disclosure when things go wrong?

Training and Awareness

o How are the firms policies passed onto staff dmadltparties?
o Are staff expected to read the details or are they trained?
o Is there an inventive approach to disseminating what can be a difficult subject?
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Recruitment and Vetting

o Is consideration given to vetting staff on the basis to access to dia¢és than
seniority?

o Are credit checks and criminal records bureau checks routinely carried out?

o Are existing staff routinely screened?

o When wusing temporary staff, wha't check:
vetting procedures?

Access Controls

o Are these clearly defined?

Are they reviewed when an individual changes their job or assumes revised
responsibilities

Are individuals permanently deleted from the system when they leave?

Do passwords require a mix of characters and how often do they havehtanged.

Are passwords shared?

How strict are the controls for internet access. Include web based mail (eg Hotmail);
social networking websites (eg Facebook) and instant messaging systems (eg MSN)

Authentication

o Is there a secure method for authentiggtivhether the person on the phone is who
they claim to be? (For further detail and advice, refer to FSA Financial Crime
Newsletter of August 2007)

Data BackUp

o How secure is the offite backup for the firms systems and data.
o Where is it backed up?
o Is it encrypted?

Screening

o Are screening systems employed to detect thin such as Key Loggers which can detect
passwords and encryption codes.

Laptops USB Devices etc

o Who has access?
o Are they encrypted?
o Are procedures followed?

Physical Security

o Consicer access to premises.

4

o Compliance . Internal Audit . Risk Manag ement o Corporate Governance
Visit our online bookshop or access our revolutionary on -line Money Laundering training system at www.cpaaudit.co.uk




- f\j 4
CPA-LOit
Financial Sector Compliance

or ¢

o Is there a clear desk policy?
o Do only those people who have business with client files have access to them?
o Are paper files locked securely when office is unattended?

Disposal of Secure Waste

o Is shredding carried out-imouse?
o If external contractors are used, have they been vetted?
o How are old computers disposed of?

Third Party Suppliers

o How are these vetted?
o Is a due diligence procedure followed?
o How does this vetting vary from that carried out on the firms own staff?

Monitoring

o What is the role of Internal and External Auditors in the firms Data Security
protection?
o Do those carrying out compliance auditing have appropriate skills?

Action Points

Has a data security risk assessment been carried out?

Has your firm has idenigd major areas of data security risk?

Has appropriate vetting been carried out on third party suppliers?

Has an appropriately senior person been appointed to oversee data security risk?
Review telephone authentication procedures?
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Appendix 1 © FSA 2008

Data security — consolidated examples of good and poor practice

Examples of good practice Examples of poor practice

Governance

o Identification of data security as a key specific risk, subject toits{® Treating data security as an IT issue and failing to involve
own governance, policies and procedures and risk assessment. other key staff from across the business in the risk

. . s . assessment process.
¢ A senior manager with overall responsibility for data security, P

specifically mandated to manage data security risk assessment |® No written policies and procedures on data security.
and communication between the key stakeholders within the
firm such as: senior management, information security, Human
Resources, financial crime, security, IT, compliance and
internal audit. e Failing to take opportunities to share information with, and
learn from, peers and others about data security risk and not
recognising the need to do so.

Firms do not understand the need for knowledge-sharing on
data security.

* A specific committee with representation from relevant
business areas to assess, monitor and control data security risk,
which reports to the firm's board. As well as ensuring o A’blame culture’ that discourages staff from reporting data
coordinated risk management, this structure sends a clear security concerns and data losses.

message to all staff about the importance of data security. ¢ Failure to notify customers affected by data loss in case the

¢ Written data security policies and procedures that are details are picked up by the media.
proportionate, accurate and relevant to staff's day-to-day work.

e An open and honest culture of communication with
pre-determined reporting mechanisms which make it easy for
all staff and third parties to report data security concerns and
data loss without fear of blame or recrimination.

Data security — consolidated examples of good and poor practice

Examples of good practice Examples of poor practice

Governance

*  Firms seeking external assistance if they feel they do not
have the necessary expertise to complete a data security risk
assessment themselves.

¢ Firms liaising with peers and others to increase their awareness
of data security risk and the implementation of good systems
and controls.

®  Detailed plans for reacting to a data loss including when and
how to communicate with affected customers.

¢ Firms writing to affected customers promptly after a data loss,
telling them what has been lost and how it was lost.

¢ Firms offering advice on protective measures against identity
fraud to consumers affected by data loss and, where appropriate,
paying for such services to be put in place.

Training and awareness

¢ Innovative training and awareness campaigns that focus on the
financial crime risks arising from poor data security, as well as
the legal and requlatory requirements to protect customer data.

No training to communicate policies and procedures.

Managers assuming that employees understand data security

risk without any training.

¢ Clear understanding among staff about why data security is
relevant to their work and what they must do to comply with
relevant policies and procedures.

Data security policies which are very lengthy, complicated and
difficult to read.
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Data security - consolidated examples of good and poor practice

Examples of good practice Examples of poor practice

Training and awareness

®  Simple, memorable and easily digestible guidance for staff on  [® Reliance on staff signing an annual declaration stating that
good data security practice. they have read policy documents without any further testing.

* Testing of staff understanding of data security policies on o Staff being given no incentive to learn about data security.
induction and once a year after that.

¢ Competitions, posters, screensavers and group discussion to
raise interest in the subject.

Staff recruitment and vetting

® \etting staff on a risk-based approach, taking into account * Allowing new recruits to access customer data before vetting
data security and other fraud risk. has been completed.

¢ Enhanced vetting - including checks of credit records, criminal [® Temporary staff receiving less-rigorous vetting than
records, financial sanctions lists and the CIFAS Staff Fraud permanently employed colleagues carrying out similar roles.
Database - for staff in roles with access to large amounts of

Failing to consider continually whether staff in higher-risk
customer data.

positions are becoming vulnerable to committing fraud or being
¢ Liaison between HR and Financial Crime to ensure that financial coerced by criminals.
crime risk indicators are considered during the vetting process.

* A good understanding of vetting conducted by employment
agencies for temporary and contract staff.

* Formalised procedures to assess regularly whether staff in
higher-risk positions are becoming vulnerable to committing
fraud or being coerced by criminals.
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Data security - consolidated examples of good and poor practice

Examples of good practice Examples of poor practice

Controls - Access rights

¢ Specific IT access profiles for each role in the firm, which set |  Staff having access to customer data that they do not require
out exactly what level of IT access is required for an individual to do their job.

to do their job. i is wi
0 do their jo o User access rights set up on a case-hy-case hasis with no

¢ If a staff member changes roles or responsibilities, all IT access independent check that they are appropriate.
rights are deleted from the system and the user is set up using
the same process as if they were a new joiner at the firm. The
complexity of this process is significantly reduced if role-based

Redundant access rights being allowed to remain in force when
a member of staff changes roles.

1T access profiles are in place - the old one can simply be ¢ User accounts being left ‘live’ or only suspended (ie not
replaced with the new. permanently disabled) when a staff member leaves.

¢ A clearly-defined process to natify IT of forthcoming staff ¢ Alack of independent check of changes effected at any stage in
departures in order that IT accesses can be permanently the joiners, movers and leavers process.

disabled or deleted on a timely and accurate basis.

¢ A reqular reconciliation of HR and IT user records to act as a
failsafe in the event of a failure in the firm's leavers process.

®  Regular reviews of staff IT access rights to ensure that there are
no anomalies.

* |east privilege access to call recordings and copies of scanned
documents obtained for *know your customer’ purposes.
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